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Quick Intro

Over twenty years in computer science.

Industry, Academia, Industry Research, Consulting,
Startups.

Professional Activity
Over a hundred publications.
Over forty-five patents.

Three books on either Privacy, Security or Trust.
Memberships

Fellow — British Computer Society; Fellow — Royal Society
for the Advancement of Sciences; Fellow — Healthcare
Information Management Systems Society; Distinguished
Engineer — IEEE; Senior Member, ACM.

More at http://www.tyroneqrandison.orq
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Definitions and What-Not




Perspectives on CyberSecurity

Very wide-ranging term
Everyone has a different perspective
No standard definition

A socio-technical systems problem



Scope of CyberSecurity

Threat and Attack analysis and
mitigation techniques

INC

Poli

Protection and recovery technologies,
rocesses and procedures for

ividuals, business and government
icies, laws and requlation relevant to

the use of computers and the Internet



Cybersecurity

The field that synthesizes multiple
disciplines, both technical and non-
technical, to create, maintain, and improve
a safe environment.

The environment normally allows for other more technical or tactical
security activities to happen, particularly at an industry or national scale.
Traditionally done in the context of government laws, policies, mandates,
and regulations.



The Importance of CyberSecurity




Why Is It Important?

Heavy Reliance on the Internet
Commerce

Internet of Things
Impact of Attack

Risk, Harm, Reputation, Brand
Incentive to Attack
Increased Difficulty in Defense



Difficulties in Defending against

Attacks

Speed of attacks

Greater sophistication of attacks

Simplicity of attack tools

Detect vulnerabilities more quickly

Delay in patching

Distributed attacks

User confusion

Attackers can launch attacks against millions of computers
within minutes.

Attack tools vary their behavior so the same attack appears
differently each time.

Attacks no longer limited to highly skilled attackers.

Attackers can discover security holes in hardware or software
more quickly.

Vendors are overwhelmed trying to keep pace by updating
their products against attacks.

Attackers can use thousands of computers in an attack against
a single computer or network.

Users are required to make difficult security decisions with
little or no instruction.



Increased Sophistication of

Attack Tools

high Sophistication of
Attacker Tools
_ Tools with GUI

Packet spoofing

Stealth diagnostics

Sweepers
Hijacking sessions

Backdoors

Disabling
audits

Exploiting known
vulnerabilities

Password cracking

Required
Knowledge
of Attackers

Self-replicating code

Password guessing
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Menu of Attack Tools
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The Current State of Affairs




Corporate US Landscape
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Global Situation

4,7% of companies know they have suffered a
cyber attack in the past year

70% say they are most vulnerable through
their endpoint devices

52% rate at "average-to-non-existent” their
ability to detect suspicious activity on these
devices

2013 Cyber Security Study - What is the Impact of Today’s Advanced Cyber Attacks?
- Bitg and iSMG




Current Insight

First-Generation Security Solutions
Cannot Protect Against Today's
Sophisticated Attackers

B

nere is No Silver Bullet in Security
nere is an Endpoint and Server

indspot

2013 Cyber Security Study - What is the Impact of Today’s Advanced Cyber Attacks?

- Bitg and iSMG



Where Are The Opportunities?




Hard Problems

(NineYears Ago)

Global-Scale Identity Management
Insider Threat

Availability of Time-Critical Systems
Building Scalable Secure Systems
Situational Understanding and Attack
Attribution

Information Provenance

Security with Privacy
Enterprise-Level Security Metrics

INFOSEC Research Council (2005)




Hard Problems

(Five Years Ago)

Global-scale Identity Management

Combatting Insider Threats

Survivability of Time-critical Systems

Scalable Trustworthy Systems

Situational Understanding and Attack Attribution
Provenance

Privacy-aware security

Enterprise-level metrics

INFOSEC Research Council (2009)



2014 Projected Spending

Enhanced detection

Awareness and training

Network security solutions

Real-time endpoint or server monitoring

Enhanced endpoint protection

Enhanced server protection

Compliance

Incident recovery

2013 Cyber Security Study - What is the Impact of Today’s Advanced Cyber Attacks? - Bitg and
ISMG




My Research and

Commercialization Focus




My Focus

The most valuable asset of the 215t century
company - Data

CyberSecurity Realities

Proactive, Real-Time Detection impossible
Mostly a Losing Game for non-attackers

My Focus (aka next realistic move):

Proactive, near Real-Time Attack
Detection using Audit Logs



Fundamental Challenges

Audit systems are normally not switched on

When on, slows down the production system and
degrades the delivery of service.

Audit systems contain a lot of information

Not all of it is useful

Access to real data

Shrouded in mystery due to ramifications



Case Study 1:

Compliance Auditing




Legal Compliance

Companies are required to comply with many laws
concerning the collection, use and disclosure of
sensitive information

Health Insurance Portability and Accountability Act of
1996 (HIPAA) Privacy Rule

Compliance with 21 CFR Part 11 auditing requirements
Compliance with these laws is difficult to implement

and monitor

Auditing viewed as a nuisance, etc. etc.
Companies need a way to automate enforcement of
these laws and verify compliance



Solution in Action

IDs of log queries having

Query with purpose, recipient Audit query fﬁ;e;jgi 231;?;pedﬁed by

/ Updates, inserts, deletes

Audits whether particular
data has been disclosed in
violation of the specified
policies

Database
Layer

Database triggers
track updates to

Audit expression specifies

/ base tables Datab what potential data
dltabase disclosures need monitoring
>
. Layer Identifies logged queries

Data Backlog that accessed the specified

data

Tables

Generate audit record Analyze circumstances of

for each query Query Audit LOg the violation
ID Timestamp Query User Purpose Recipient Make necessary corrections
to procedures, policies,
1 2004-02... Select ... Jane Current Ours .
security

2 2004-02... Select ... John Telemarketing public
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Audit Expression

audit T.disease

from Customer C, Treatment T

where C.cid=T.pcid and C.name = ‘Jane’



CS Problem Statement

Given
A log of queries executed over a database
An audit expression specifying sensitive data

Precisely identify

Those queries that accessed the data specified by
the audit expression



Informal Definitions

“Candidate” query

Logged query that accesses all columns specified by the audit
expression

“Indispensable” tuple (for a query)
A tuple whose omission makes a difference to the result of a query
“Suspicious” query

A candidate query that shares an indispensable tuple with the audit
expression

Query Q: Addresses of people with diabetes
Audit A: Jane’s diagnosis

Jane’s tuple is indispensable for both;
hence query Qis “suspicious” with respect to A



Suspicious Query

The candidate query Q and the audit expression A are of the form:

Q = J?COQ(O-PQ(T X R))
A= ﬁCOA(OPA(T X S))

Theorem - A candidate query Q is suspicious with respect to an audit
expression A iff:

UPA(UPQ(TXRX S)) =@

Query Graph Modeler (QGM) rewrites Q and A into:
JU" 0" (OPA(O?’Q(T X R) X S))



System (in Progress)

IDs of log queries having

Query with purpose, recipient Audit expression accessed data specified by
the audit query

\ 7

Audit

/ Updates, inserts, delete

Database

Layer

Database triggers
track updates to

base tables

/

Database

—_— Layer

Backlog
Generate audit record .
for each query Query Audit LOg
ID Timestamp Query User Purpose Recipient
1 2004-02... Select ... Jane Current Ours

2 2004-02... Select ... John Telemarketing public




Static Analysis

Query Log
ID Timestamp | Query User Purpose Recipient
1 2004-02... Select ... James Current Ours
2 2004-02... Select ... John Telemarketing | public

Audit expression \ /

Candidate queries

Co 2 Cou



Generating the Audit Query




Merge Logged Queries and Audit

Expression

Merge logged queries and audit expression into a single query graph




Transform Query Graph into an

Audit Quen




Overhead on Updates
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Audit Query Execution Time
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Solution Features

Access and Disclosure Tracking

* Audit trails provide detailed
information about data access,
changes, insertions and deletions.

Facilitates investigations of data
access, use, and disclosure.

Compliance Verification

* Determines whether a particular
disclosure or transaction was
compliant with policies (e.g., legal
requirements).

Data Recovery

* Reconstructs the exact state of any cell
in the database at a given pointin
time.

Audit Flags

* Alert companies to suspicious data
access and disclosures or policy
violations.

Auditing Architecture
‘ Query Logs \ Backlog Tables
R JDBC and s
SQL
Log Retrieval ‘_' :
Layer SQL Rewrite Engine
Y
Request Processor Result Processor
A
Log Retrieval AP| [«
Audit Application J i/
Audit Result Browsing/
Audit Specification/Searching Report Generation




Case Study Summary

The overhead on query processing is small,
involving primarily the logging of each query
string along with other minor annotations.
Database triggers are used to capture updates in
a backlog database.

At the time of audit,

a static analysis phase selects a subset of logged
queries for further analysis.

These queries are combined and transformed into an
SQL audit query, which when run against the backlog
database, identifies the suspicious queries efficiently
and precisely.



Case Study 2:

Exception Based Access




Problem

A lot of the information in audit logs is
misleading

Audit logs are bypassed by people legitimately
doing their jobs 70% of the time.

Thus, logs contain legal activity, unformalized
activity and security breaches.

Goals:

Reduce wasted effort on differentiating between
undocumented legal behavior and a cyber-attack.

Enable security/privacy policy to encapsulate rules.



Contribution

Formalizing Policy Refinement Process
Introduce the notion of Policy Coverage
Design the algorithm for Policy Refinement

PRIvacy Management Architecture (PRIMA)

An architecture designed to perform Policy
Refinement

Leverages data mining and Hippocratic Database
(HDB) technology

43



Coverage & Policy Refinement (lllustrated)

. Policies representing actual workflow, Py, D Policies mepresenting ideal workflow, Ppc

oD o @

(@) No Coverage (b) Partial Coverage (c) Full Coverage




Formal Model

Consider an Organization (HO):

Ideal Workflow W, ;:

HO’s policy embodies regulations, legislations, laws. Essentially, what
HO would ideally like to follow

Real Workflow W__;:

HO’ spolicy as represented by the audit trail of system accesses over a
period of time

The real workflow of HO, primarily filled with exception-based accesses
Our Goal is to reduce of gap between real and ideal workflows

The formal model is used to represent
the privacy specification notation, which comprises the W,
the artifacts that the system manipulates, which comprises the W,
the mapping from the terms in W4, to the corresponding terms in W,



Core Constructs

RuleTerm:
Models the assignment of attributes in a policy rule
Definition 1. (RuleTerm): A RuleTerm (RT) is a tuple with twe literal-valued

elements, attr and value. It is written as RT = (attr.value). The two elements

of RT are accessed as HT.attr and RT.value.[

Rule:
Models a specific combination of attribute assignments

Definition 5. (Rule): A Rule, R;, is a conjunction of RuleTerms. [t is written
as Ry = {RTy .../ BT,V on = 1. The number of Rulel erms of a Rule, n, s

referred to as the cardinality of the Rule, written as #£R.0O

Two types of RuleTerms and Rules:
Ground- If comprises entirely of atomic attributes
Composite - Otherwise

A policy is ground when represented only in terms of ground rules



Example Policy Vocabulary

Composite
RuleTerm —
L <d?mographnc
T, = X, = o, domograpic N
RT,= RT, = {data, address} Ground RuleTerm / \

R dat, gond > < L
(address ) |_gender
—_— el

R1 = {data, city}

Legend:
RT.= {data, state} 7\_\\\ (‘i‘l’i\l e
RT,= {data, zip) N\ —
- = Ground RueTerm
RT,"=RT, URT, U RT, URT, city || state || Zip [—,_ subsumes
“ Y,
Y

Set of all ground rule terms



Policy Coverage

Coverage is computed by comparing P,, and Py
P,.is the policy found in the audit logs representing the real state of system
Prsis the policy found in the policy store representing ideal state of system

Informally:
Coverage is the overlap between P, and Py

Formally:
Given

Range; as the set containing all the rules in a ground policy P, and # Range; as the
cardinality of Range,

Coverage of P, in relation to P, is given by
# (Rangep, N Rangep, ) + # Rangep,

Goal is to have complete coverage, i.e. Rangep, N Range,, = Rangey,



System Overview

Stakeholders

- . ‘.." {

v

Policy . Privacy Policy

Refinement Definition

PRIMA



Audit Management

Use storage efficient, contextually rich logs
Log management and usability is better

Use logs in a pro-active process, as opposed to after-the-fact
Consolidate all logs in one place

Fix a schema for the log entries

Current schema is

(time,tj), (o X_] ),(user,uj ), (data,dj), (purpose,pj ), (authorized,aj ),
(status,sj) where
tjis the entry's timestamp
Xjis either o (disallow) or 1 (allow)
uj is the entity that requested access
dj is the data to be accessed
pj is the purpose for which the data is accessed

aj is the authorization category (e.g. role) of the entity that requested access, and sj is
elther o (exception-based access) or 1 (reqgular access;/



Policy Refinement

Leverage audit logs
Analyze all entries that are reqular accesses
Define new rules based on analysis

Improve the policy coverage

Coverage is the ratio of accesses addressed by the
policy to all access recorded by the system

Gradually embed policy controls

Essentially, a feedback loop between ideal and real
policy



Refinement Algorithm

Filter

Flag exceptions to distinguish them from reqular accesses
Analyze only the regular accesses for possible patterns

Extract
Find informal clinical patterns from audit logs
Apply algorithm to extract candidate patterns
Simple matching:
Assumes pruned data, looks for term combinations, returns frequency of occurrence

Richer data mining:
Not only syntactic but also semantics matching
Does not assume pruning, considers relationship between artifacts
Reduces probability of violations being reported for analysis phase

Get usefulness ratings of patterns

Prune
Incorporate or discard patterns based on usefulness threshold

Assume a training period
Set a threshold appropriate to the target environment
Act when threshold is reached over a period of time



e

Policy coverage

is 30% (3/10)
%\
Time | Op User Data Purpose Authorized | Status
(1:allow) (Category) (Role) (O: ExceptioxNz
t1 1 John Prescription | Treatment Nurse 1
t2 1 Tim Referral Treatment Nurse 1
t3 1 Mark Referral Registration Nurse 0
t4 1 Sarah Psychiatry Treatment Doctor 0
t5 1 Bill Address Billing Clerk 1
t6 1 Jason Prescription Billing Clerk 0
t7 1 Mark Referral Registration Nurse 0
t8 1 Tim Referral Registration Nurse 0
t9 1 Bob Referral Registration Nurse 0
t10 1 Mark Referral Registration Nurse 0

Audit trail, P,,, for a system



Audit Log after

14

Time | Op User Data Purpose Authorized | Status
(1:allow) (Category) (Role) (0: Exception)
t3 1 Mark Referral Registration Nurse 0
t4 1 Sarah Psychiatry Treatment Doctor 0
t6 1 Jason Prescription Billing Clerk 0
t7 1 Mark Referral Registration Nurse 0
t8 1 Tim Referral Registration Nurse 0
t9 1 Bob Referral Registration Nurse 0
t10 1 Mark Referral Registration Nurse 0




1

Mining Rule in

SELECT A.Data, A.Purpose, A.Authorized

FROMP, A

WHERE A.Status= ‘0’

GROUP BY A.Data, A.Purpose, A.Authorized

HAVING COUNT(*) > g AND
COUNT(DISTINCT(A.User)) > 1;

55



Output of

14

Time |Op User Data Purpose Authorized | Status
(1:allow) (Category) (Role) (0: Exception)
t3 1 Mark Referral Registration | Nurse 0
t4 1 Sarah Psychiatry Treatment Doctor 0
t6 1 Jason Prescription Billing Clerk 0
t7 1 Mark Referral Registration | Nurse 0
t8 1 Tim Referral Registration | Nurse 0
t9 1 Bob Referral Registration | Nurse 0
t10 1 Mark Referral Registration | Nurse 0

Pattern found:
Referral: Registration : Nurse
occurred in the log at least 5 times
observed for at least 2 different users




Case Study Conclusion

Formally introduced the problem of Policy Coverage
to help mitigate the issues in privacy management
resulting from exception-based accesses

Defined the notion of Policy Refinement for
improving policy coverage through a systematic,
non-disruptive, approach that aims to gradually
embed privacy controls within the workflow based
on actual practices of the organization.



Case Studies: Summary




Future Work

- -




Conclusion

—_— —




Thank you
Any Questions?
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