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1 Definition

Intrusion Detection (ID) is the process of monitoring events occurring in a sys-
tem and signalling responsible parties when interesting (suspicious) activity oc-
curs.

Intrusion Detection Systems (IDSs) consist of 1) an agent that collects the
information on the stream of monitored events, 2) an analysis engine that detects
signs of intrusion, and 3) a response module that generates responses based on
the outcome from the analysis engine.

2 Historical Background

The concept of ID has existed for decades in the domains of personal home
security, defense and early-warning systems. However, automated IDSs emerged
in the public domain in 1980 [4] and sought to identify possible violations of the
system’s security policy by a user or a set of users.

One of the basic elements of an IDS is the audit log that captures the system
activity. The initial IDSs exposed to the academic community stored operating
system actions, i.e., addressed the operating system layer. Over time, other
IDSs have emerged that store different artifacts, and try to identify intrusive
behaviors at different layers of operation. The following layers of operation can
be easily identified:

Operating System: The logs in this layer contain information from the ker-
nel and other operating system components and help determine if an attacker is
trying to compromise the OS. Examples include the Audit Analysis Project [12],
HayStack [39], USTAT [22], Wisdom and Sense [43], ComputerWatch [9], ISOA
(Information Security Officer’s Assistant) [45], IDES [32], Hyperview [8], ASAX
[11], DPEM [21], IDIOT [24] and NIDES (Next-generation Intrusion Detection
Expert System) [1, 2, 17, 31].



Network: At the network layer, communication data is analyzed to determine
if an attacker is trying to access one’s network. Examples of IDSs that operate on
this layer include NADIR (Network Audit Director and Intrusion Reporter) [14],
NSM (Network Security Monitor) [13], DIDS (Distributed Intrusion Detection
System) [40], GrIDS (Graph Based Intrusion Detection System) [7], JiNao [18],
EMERALD [34] and Bro [33)].

Application: Application level IDSs examine the operations executed in an
application to ascertain if the application is being manipulated to extract be-
havior that is prohibited. Examples include MIDAS (Multics Intrusion Detec-
tion and Alerting System) [37] and Janus [10]. Database-specific IDSs form an
important group of application-level IDSs. Examples of such systems include
Discovery [42] and RIPPER [27]. Due to the sensitive information stored in
database systems, issues related to database-specific IDSs were among the first
to be addressed [5, 26, 44].

The above categorization is historical and mostly depends on the type of
log data the IDS uses in order to identify abnormal patterns. Irrespective of
the operational layer the very basic detection techniques used by different IDSs
have some common basis, which we describe in the next section.

3 Scientific Fundamentals and Key applications

3.1 Types of attacks

In this section we give a generic classification of the types of attacks that ID sys-
tems have traditionally tried to cope with. The classification is mainly inspired
by the one provided at [3].

e External break ins: When an unauthorized user tries to gain access to
a computer system.

e Masquerander (internal) attacks: When an authorized user makes an
attempt to assume the identity of another user. This attacks are called
also internal because they are caused by already authorized users.

e Penetration attack: In this attack a user attempts to directly violate
the system’s security policy.

e Leakage: Moving potentially sensitive data from the system.

e Denial of Service: Denying other users the use of system resources, by
making these resources unavailable to other users.

e Malicious use: In this category fall miscellaneous attacks such as file
deletion, viruses, resource hogging etc.



3.2 Detection methodologies

In this section we provide a high-level categorization of IDSs and give an abstract
idea of how they work. In the discussion we provide examples of existing IDSs.
However, the examples presented here are more indicative rather than complete.
For a more complete discussion on IDSs we refer to [3, 28, 41].

Traditionally, there are two basic approaches to intrusion detection; anomaly
detection and misuse detection. In anomaly detection the goal is to define
and characterize legitimate behaviors of the users, and then detect anomalous
behaviors by quantifying deviations from the former. However, identifying the
distance between anomalous and legitimate behaviors is a rather difficult notion
to quantify.

Anomaly detection can be static or dynamic. A static anomaly detection
system is based on the assumption that there is a static portion of the system
being monitored. Static portions of the system can be represented as a binary
string or a set of binary strings (like files). If the static portion of the system ever
deviates from its original form, either an error has occurred or an intruder has
altered the static portion of the system. Examples of static anomaly detectors
are Tripwire [19, 20] and virus-specific checkers [38].

Dynamic anomaly detectors are harder to build since building them requires
a definition of behavior, which is often defined as a sequence (or partially ordered
sequence) of distinct events. Differentiating between normal and anomalous ac-
tivity in dynamic anomaly detection systems is much harder than the problem of
distinguishing changes in static elements. Dynamic anomaly detection systems
usually create a base profile to characterize normal, acceptable behavior. A pro-
file usually consists of a set of observed measures of behavior for a selected set
of dimensions. After initializing the base profile the dynamic anomaly detection
systems are similar to the static ones; they monitor the behavior by comparing
the current behavior with that implied by the base profile. Typically, there is
a wide variation of acceptable behaviors and statistical methods are employed
to measure deviation from the base profile. The main challenge in dynamic
anomaly detection systems is that they must build accurate base profiles and
then recognize behaviors that significantly deviate from the profile. An exam-
ple of dynamic anomaly detection systems that uses statistical approaches to
measure deviation from the base profile is NIDES (Next-generation Intrusion
Detection Expert System) [1, 2, 17, 31] developed by SRI.

The main advantage of dynamic anomaly detection systems is that they do
not require any configuration since they automatically learn the behavior of large
number of subjects. Lacking prior knowledge of how an intrusion would manifest
itself anomaly detection systems are capable of identifying novel intrusions of
variations of known intrusions. However, building base profiles and defining
measures of deviations from them is not an easy computational task. For that
reason it has been an active area of research, in which several machine learning,
time-series analysis and other data-analysis techniques have been employed |6,
5, 15, 23, 25, 29, 35].

Misuse detection is concerned with identifying intruders who are attempting



to break into a system using some known technique. If a a system security ad-
ministrator were aware of all the known vulnerabilities then a misuse detection
system would be able to identify their occurrences and eliminate them. A fairly
precisely known kind of intrusion is known as intrusion scenario.A misuse de-
tection system compares current system activity to a set of intrusion scenarios
in an attempt to identify a scenario in progress.

The differentiating factor between the various misuse detection techniques
is the model used for describing bad behaviors that constitute intrusions. Rules
have been primarily used to model the system-administrator’s knowledge about
the system. MIDAS [36] and IDES [30] are some examples of rule-based systems.
Rule-based systems accumulate large numbers of rules which usually prove diffi-
cult to interpret and modify. In order to overcome these problems model-based
rule organizations and state-transition representations were proposed. These
modelling approaches are more intuitive particularly in misuse detection sys-
tems where users need to express and understand scenarios. An example of
such system is USTAT (Unix State Transition Analysis Tool) [16].

The main advantage of a misuse detection systems is that the system knows
for a fact how normal behavior should manifest itself. This leads to a simple and
efficient processing of the audit data. The obvious disadvantage of such systems
is that the specification of the signatures to be detected is a time-consuming
task that requires lots of domain knowledge. At the same time, misuse detection
systems lack the ability to identify novel intrusion profiles.

4 Future Directions

One of the major concerns associated with IDSs and their utility is their run-
time efficiency. More often than not, IDSs consume too many system resources
in order to be effective. Developing resource-aware IDSs systems raises some in-
teresting challenges. One possible way of addressing this concern is via building
Mega Intrusion Detection Systems. These would be systems that simultane-
ously monitor all operational layers. That is, the system administrator will not
have to run a different ID software for operating system and application spe-
cific attacks, but just a single system that will simultaneously be able to detect
intrusions in all the desired operational layers. Such systems are expected to be
less resource demanding, however their development will certainly create several
new design challenges.

In this chapter we have mainly focused on IDSs and described them as mech-
anisms that guarantee other systems’ security. However, IDSs are themselves
systems and as such they have their own security risks. Therefore, they also
require some protection to prevent an intruder from manipulating the intrusion
detection system itself.
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